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1. Tepmuns! u onpexenenus
Ilepconanbuble  panmnpre (ITlx) - mobas HHOPMALMS, OTHOCAWAsCs K NpAMO  WJIH  KOCBEHHO
OIPEACICHHOMY HIIH ONpe/IesiieMoMy huzmueckomy iy (cy6wekry I1]IR).
Oneparop - POCYNApCTBEHHBINH OpraH, MyHHLHMNATbHbI OPTaH, [OpuIuYeckoe mwiM (usnyeckoe JIULIO,
CaMOCTOATEJIBHO MJIM COBMECTHO C APYTHMH JIMLIAMH OPraHU3yIoLIKe U (M1M) ocyiecTIIsOLME 06paborky I1)IH,

4 TaKKe ONPENENSIONUINE eIy obpaborku IT]IH, cocras [T1IH, noanexaumx obpabotke, neicTus (oneparum)
cosepriaemsle ¢ [1)]H.

SalliCh,  CHCTeMAaTH3aLMIo, HaKOIIeHHe, XpaHeHue, yTouHenue (0GHOBjIEHHe, M3MEHEHHE), U3BIeUEHMe,
UCTIONB30BaHME, IIepenaqy (pacnpocrpanenue, MpENOCTaB/IeHHe, 0CTYN), 0Ge3NMunBaHye, OnokupoBanue,
ynanenue, yauqroxenue I1/[x.
ABTOMaTH3HpOBaHHAS obpaborka I1/]x - o6pa6oTtka [T/I1 ¢ momorpo CPEICTB BBIYHCIIUTENEHON TEXHUKH.
Pacipocrpanenue IT]1x - ACHCTBHS, HAIIPaBJICHHbIE Ha packpertue [1)]H HEOIIPEICTICHHOMY KpyTY JTHLL.
Hpenocrasnenne ITJln - ACUCTBHSA, HAINpaBICHHbIE Ha packpeitue IT]IH onpenenennomy JHLY WK
OTpPeeSIEHHOMY KPYTY JIHLL,

Broxuposanue IT[[n - BPEMEHHOE mpekpallente 06paboTku IJIn (32 wuckmouenmem CITy4aeB, eciu
o6paboTka HeobXomuMa s yrouHenus [1)Tn).

Yuuurokenne I1J[u - ACHCTBHA, B pe3ysbTare KOTOPEIX CTAHOBHTCS HEBOSMOXKHBIM BOCCTAHOBUTL
conepxxanue I1JIn B UCIT]IH u (unn) B pesynprate KOTOPRIX YHHYTOXKAIOTCS MaTePUATbHbIE HOCHTENH I1/1H.

Obesnmuunsanue I1/]x - ACHCTBUSA, B pesyIbTaTe KOTOPBIX CTAHOBUTCS HEBO3MOKHBIM 6€3 UCMOTB30BAHNS
HOTIOJTHHTEILHOH HH(OPMALIMH ONTPENEITUTE NpuHanIexHocTs 11/l konkpeTHOMY cyOwekry ITJ[H.

Tpancrpanununas nepenaua [ITn - nepenaua ITu na TEPPUTOPHIO HHOCTPAHHOTO rocynapeTsa oprany
BJIACTH HMHOCTPaHHOIO TIOCYdapcTBa, MHOCTPaHHOMY (H3MYecKoMy AMLy uim MHOCTPAHHOMY  I0pUIIHYECKOMY
JLy.

2. Hasunauenue u npaBosas ocHosa HOKyMeHTAa

Homutuka  rocymapersennoro ABTOHOMHOI'0  00pa3oBaTeNLHOro YUPEKAGHHA  OMOJHUTENBHOrO
pO(EeCCHOHANBHOTO obpa3oBanus Brnagumupckoii o6mactu «Bnagumumpekuii MHCTHTYT pasBuTHA 06pa3oBaHms
uvmenn JLU. Houkopoit» (namee — WUneruryr) onpenenser CHCTEMY B3IJIANOB Ha mnpobnemy obecrevenms
6esonacHoctu I1/TH u [IPENCTABAET COOOM CHCTEMATH3HPOBAHHOE H3IIOYKEHME LeJIeH M 3a/1a4 3aLUUTBI, KAK OJHO
WIA  HECKONBKO TMpaBWil, MpPOLENyp, NpaKTHYECKHX IPUEMOB M DYKOBOAALUMX TPUHLMIOB B  0G7acTH
HMH(OPMAILIHOHHOI GezomacHoCTH, KOTOPBIMH pyKoBoacTByeTcs MHCTHTYTa B cBoeii ACATENBHOCTH, a TalkoKe
OCHOBHBIX IIDHHLMIIOB  IIOCTPOEHHS, OPraHM3allMOHHEIX, TEXHOIOTHUECKUX W NPOUEAYPHBIX  aCMEeKTOR
obecneyenus 6e3omacHocTy HHpOpMAaLIHH.

3aKOHOAATENBHOM OCHOBO# HacToswen ITonutuku gesiores Koneruryuns Poccwuiickoii Denepatmu,
I'paxxnanckuit, YronosHerii Kkopekcel, DepepanbHelii 3akoH o1 27.07.2006 No 152-@3 «O nepconanbueix nanmbixy,
Qenepanbubiit 3aK0H oT 25.07.2011 No 261-03 «O BHeceHHH W3MEHEHMH B Denepanbuenit 3akon «O
TICPCOHAIIBHBIX  TaHHBIX», QemepansHbii 3akon Pd o 27.07.2006 No 149-®d3 «O6 UH(bOpMaLuy,
MH()OPMALMOHHEIX TEXHOJOTHAX M 3aIlUTe HH(DOPMAIIHID, 3aKOHBI, YKa3bl, TIOCTaHOBIICHHUS, IPYIHe HOPMATHEHbBIE
AOKYMEHTBI ACHCTBYIOIIETO 3aKOHOIATEHCTRA Poccuiickoii Denepaimy, HokyMeHTEl OCTOK u ®CE Poccuy.

Hcnonesoanne mammodt IMomuruku p KaueCTBE OCHOBBI [/l MOCTPOCHHS KOMIUIEKCHOH CHCTEMD]
HH(OPMALHOHHOH  Ge30macHocTH uHopmamu  HMHetutyTa  MosgosuT ONTUMU3UPOBATL 3aTpaThl Ha ee
MIOCTPOEHHE.

Ilpu paspaGorke ITonmuTHky YAUTBIBATUCE  OCHOBHBIE MPHHLMIBI CO3JAHMS  KOMILICKCHBIX CUCTEM
obecrieveHns 6e30macHOCTH MH(OPMAIIUY, XapaKTePUCTHKH K BOSMOXKHOCTH OpraHU3alMOHHO-TEXHUUYECKHX
METOZOB 1 COBPEMEHHBIX alNapaTHO-NPOrPAMMHBIX CPEICTB 3ALUUTBI M MPOTUBOASHCTBHS Yrpo3aMm 6e30MacHocTH
HHpOpPMALHH.

OcHoBrble nonoskenust [ToauTuky 0asupyioTes Ha KauecTBEHHOM OCMBICJIEHUH BONPOCOB Ge30macHoCTH
MH(OPMALIMK 1 He 3aTParuBaioT BOMPOCOB 5KOHOMHHYECKOrO (KOJIMUYECTBEHHOr0) aHai3a PHUCKOB 1 000CHOBaHMSs
HeoOXOAUMBIX 3aTpaT Ha 3alUMTY MHbOPMaLMH,

3. OcHOBHBIMH 06BeKTAME CHETEMbI 6esonacnoctn uudopmanuu B Huncruryre sipasiiores:
- MH(DOPMALMOHHBIE pecypehl ¢ OTPaHMHCHHBIM JOCTYIOM, comepxawive I1JIH COMYTCTBYIOLLLY O
UHpOpMaLHIO, He COCTABJIAIOIIYIO IOCYAAPCTBEHHYIO TallHy, O PONMBINKMXCH H 3aPErHCTPUPOBAHHBIX M0 MECTY
KHTENBCTBA 00YHAIOLINXCS, B TOM UHCIIE CBECHHS 060 Beex sTanax o0yueHus gereii;
- npoueccel 06paborkn uH(GOpManuu B MH(OPMAaLMOHHOH cucTeme (nanee — HC), MH(POPMALMOHHbIe
TEXHOJIOTHH, PErflaMeHThl W [poLemypEl cbopa, obpaboTku, XpaneHus u flepenadn uHdopmauuu, nepcona
TI0JIB30BATENEH CUCTEMEI U €€ 06CITYKUBAOLIUIA NepCOoHA;
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= HH(pOpManmonHas HH(pacTpykTypa, BIUIIOHAIOWAA  cucTeMbl  06paGoTkn  y aHanusa uHdopmaLmu,
TEXHHYECKHE M IIPOrpamMMHbIe CPeacTBa ee o0paGoTkh, nepemaum u OTOOpaskeHHs, B TOM umcie KaHasbl
HH(OPMALMOHHOr0 06Mena i TCJICKOMMYHUKALUK, CHCTEMBI U CPEACTBA 3AIMTEl MHDOPMALMH, OBBEKTLI i
TIOMCILICHHSA, B KOTOPBIX PACIIONOKEHE] TEXHHYECKHE cpencTBa 06paGoTky HHbOpMaLuH.

4. Hnrepecnr 3aTparuBaemepIX cyGohLeKTOB HH(POPMANHOHHBIX OTHOIEH Ui

ABJIAKOTCA:
- HUHeTuTyT, Kak cobeTBeHHmK HH(POPMAIMOHHEIX PECYPCOB W TexHMYecKuX cpencTs obpaborka
HH(]OpManHmy;
- CyObeKTsl mepcoHatbHbIX JAHHBIX, DPOIMBILMECS U 3apPETUCTPUPOBAHHBIE 110 MECTY SKHTENbCTRA
obyuarommecs.

Ilepeuncrennsie cy6nekrss HH(OPMALMOHHBIX OTHOLIEHHU]] 3aMHTEpecOBaHbl B 0becreyeHuu:
- CBOEBPEMEHHOIO I0CTYIA K HEO6XOAUMOH HUHpOpMaLmu (RocTynHoCTb);
- AOCTOBEPHOCTH (IIOTHOTEI, TOYHOCTH, 4NCKBATHOCTH, LEOCTHOCTH) MHbOpMALHH:
— KOHQUICHIHANIBHOCTH (coxpaneHus B TaliHe) nHdopMaruy;
- SalUTBI OT HaBA3BIBAHUS UM JIO>KHBIX (HemocToBepHEIX, HCKaXKEHHBIX) HH(pOpMaLHy;
- Pa3rpaHUYeHHs OTBETCTBEHHOCTH 3a HAapYWCHNA WX npaB (MHTepecoB) u YCTaHOBJIEHHBIX TpaByJI
obpawenus ¢ undopmanueit;
- BOSMOXCHOCTH  OCYIUECTBICHHS HENpepbIBHOrO KOHTPOJIA W ynpasieHHs mnpoueccamu 00paboTku 1
epeaavu HHpopmanuy,
- SaIlUTEl HHPOPMALUHK OT HE3AKOHHOIO pacnpocTpanenus.
4.1.  Hean 3amurnI

OcHoBHOI Henbio, Ha nocTHYKeHHe KOTOPOH HaNpaBIIEHBI BCE TI0/I0MKEHUs HacToswen [onuruku, sengercy
3alllATa CYOBEKTOB HH(YOPMALMOHHBIX OTHOMIEHUE HHeTnTyTa 0T BosMOXHOrO Hanecemnys MM MaTepHalbHOro,
(rsHYECKOr0, MOPAIBHOTO WK HHOro yuiep0a, ocpeacTBoM ciyuaiiHoro win NIpeIHAMEPEHHOr0 BO3AEHCTRUS Ha
MH(OPMALIHIO, HX HOCHTe/TH, fipowecchl 06paboTku 1 Nepenayu.

YKkasaHHas LeTb nocTHraercs TTOCPENCTBOM O0€CHeUeHHs U TOCTOSHHOIO NOAAEPIKAHUSA CIIEMYIOLIMX
CBOMCTB HH(OpMaIMy:
- HOCTYIIHOCTH IUISL JIETANBHBIX II0JIB30BATENCH (ycToiumsoro byHKUHOHMpOBaHMS MH(OPMaLMOHHBIX
cucTeM MHCTHTYTa, IpH KOTOPOM MOMB30BATENH MMEIOT BOSMOXKHOCTE MOJTYUYEHHsS HEOOXOmUMO MH(OpMaLMK 1
PE3YJILTATOB pelleHHs 3a/1a4 3a IPHEMIIEMOE TS HUX Bpems);
- LETOCTHOCTH M ayTe€HTHYHOCTH (moaTBepaxkneHue asropersa) I1/IH, xpaHuMBIX u obpabaTsiBaeMbIx B
HH(pOPMALIMOHHEIX CHCTeMax Wuctutyra n nepenasaemoii o kananay CBSI3H;

5 KOH(HAeHUMATBHOCTH - COXpaHeHHs B TalHe ompemeneHHON vyacTy MH(OPMALIMK,  XpaHUMOIA,
oOpalatbiBaeMoit U TepenaBaemoii 1o KaHajlaM CBS3H.

HeoGxomumeIii  yposens HOCTYIIHOCTH,  LEMOCTHOCTH U KOH(MHUIEHUHANBEHOCTH UHpOpMaLK
obecnevnBaetcst COOTBETCTBYIOLUHMU MHOKECTBY 3HAYMMbIX YIpO3 METONAMHU U CPeACTBAMH.
4.2. OcHoBHEBIE 3a124H cHeTeMbI obecneyenns GesonacHocTu undopmauun

TCHACHLNH,
= CO3aHue YCIIOBHIA IJIT  MUHHMW3alUd H JIOKaJIn3aluu HaHOCHMOTr 0 yLuep6a HeraBOMepHLIMI/I

ACHCTBUAMH (DU3HYECKUX U TOPUAMHECKHX JIHL, OCNTablIeHHe HEraTHBHOrO BIHSHMS H JIHKBHIALNS TOCIEACTBHA
HapyIIeHus 0e30M1aCHOCTH HH(OpMALIH;

O 3aIUTy OT BMEIIATEJILCTBA B Ipouecc beHKLII/IOHI/IpOBaHI/IH I/IH(J[)OpMaLIHOHHbIX CUCTEM [TOCTOPOHHUX JTHL|

= PasrpaHuveHre NOCTyNa MOJb30BaTeNel K HH(OPMALMOHHEIM, ammapaTHbIM, NPOrpaMMHBIM M WHbBIM
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— obecrieuenue AyTEHTH(UKALMY  TOb30BaTENEH, YHaCTBYIOWMX B MH(MOPMALMOHHOM  0BMmene
(IIoaTBepXKIEHNE TTOITMHHOCTH OTHPABUTEIS W MONyyaTells MHGOpMAaLUK);
- 3allUTY OT HECAHKIMOHHUPOBAHHOM MOJM(HUKALMHM  HCIIOb3YeMBIX B HH(POPMALIMOHHBIX  CHCTeMax
HUncturyTa nporpammusix CPCACTB, & TAKKE 3alUTy CUCTEMBI OT BHEAPEHUS HECaHKUHOHHPOBAHHBIX MPOrpaMM,
BKJIFOYAs KOMIBFOTEPHBIC BUPYChI
- 3aIIUTY MH(GOPMAUMH OTPAHHYEHHOTO TMOMb3OBAHUS OT YTCHIKH 1O TEXHUYECKHM KaHaiaM TMpH ee
0bpaboTke, XpaHeHHH 1 nepenaye ro KaHajam CBA3H.
4.3.  OcHoBHbIe nyTH PeLIeHHs 32129 CUCTEMBI 3AIUThI

IocraBnennsie ocHoBHBIe Lenu 3ammuTs 1 PCLICHHE MEPEUHCIICHHBIX BbILIE 3334 JOCTHIAIOTCS:
e CTPOTMM  y4€TOM BCEX IIOUIEXKAIMX 3AIHTe PeCypcoB  MH(OPMALMOHHBIX cHCTeM HHucruryra
(unopmarmm, 3amay, AOKYMEHTOB, KaHA/IOB CBA3H, CEPBEPOB, aBTOMAaTH3MPOBAHHBIX pabovMX MecT);
— KypHalupoBaHWeM [eHicTBHil mepconana, OCYHICCTBITIOIEro  oBCIayKHBaHHE M MOmH(HKALMIO
TPOrPAMMHBIX U TEXHHYECKHX CPEACTB UH(BOPMALHOHHDBIX CUCTEM;
- TOJIHOTOH,  pealbHOM  BBIIONHUMOCTBIO M HEMPOTHBOPCUMBOCTBIO  TPeGOBAHMH  OPraHU3aLHOHHO-
PACIOPAMUTENbHBIX IOKYMEHTOB MHCTHTYTa 110 BolpocaM obecneueHus 6e30nacHoCTH UH(popMaLuu;
- TIONTOTOBKOW NOJDKHOCTHBIX JTHI] (COTPYIHHKOB), OTBETCTBEHHBIX 3a OpTraHH3aLMI0 U OCYLIECTBIEHHE
TPAKTHYECKUX MEPONIPUATHH O 0GECEISHHIO 6e30IIACHOCTH II/TH 1 mponeccos ux o6paGoTku:
- HAJC/ICHUEM KaJX/I0TO COTPYIHHKA (TONB30BATENS) MHHUMAILHO HEOOXO/IMMBIMH JIA BBINONHEHUS 1M
CBOMX (YHKLMOHAIBHBIX 06S3aHHOCTEH MOITHOMOYMSME 10 ROCTYIy K MH(POPMALIMOHHBIM pecypeam MHeruryTa;

HMHpOPMaLMH;
- TIEPCOHANIBHOM ~ OTBETCTBEHHOCTBIO 33 CBOM  neMCTBHSA K@KIOro COTPYAHHMKA, B paMKax CBOMX
yHKIHOHANTBHBIX 0Gs3aHHOCTEH MMEIOLIEro NOCTyN K MH(OPMALMOHHBIM pecypcam HncTuryra;
- HETIPEPLIBHBIM TOANEPKAHHEM HEOGXOIUMOro YPOBHA 3alIMIIEHHOCTH 3J1€MEHTOB HH(GOPMaLHOHHO
Cpensr;
- NPHUMEHEHHEM (H3MYECKUX H TEXHUYECKUX (MporpaMmHo-annaparHeix) CPEACTB 3ALUMTHI PECYpPCOB
CHUCTEMBI U HEMIPEPBIBHOM aIMHHHCTPATHBHOMN TIONIEPIKKON MX MCIIONB30BAHHS,
- 9(eKTUBHEIM KOHTPONEM Hal coBIIONeHHeM T10/130BaTENAMU HH(OPMALMOHHBIX PECypCoB TpeboBaHUi
110 o0ecneueHnIo 6e30MacHOCTH HUHQOPMALHH;
- TOPUIMIECKOH 3aIIUTON MHTepecor UHctHTyTa TIpH B3aMMOAEHCTBMU C BHELUHMMM OpraHM3aLMsMH
(CBA3aHHOM ¢ 06MEHOM MH(bOPMalKeii) 0T NPOTHBONPABHBIX AEHCTBUH, KaK CO CTOPOHbI 3THX OpraHuzauui, Tak u
OT HECaHKIHOHUPOBAHHBIX JAEHCTBHI 06CITyKHBAIOMIEr0 TNIepCOHala ¥ TPETHUX JIHLI.
S. ITocrpoenne  cucrembr, obecnevenus besonacuocrn  undopmanun Hucruryra, u ee
GYHKIHOHHPOBAHHE TOKHBI OCYIIECTBIIATECS B COOTBETCTBHH CO CIIEAYIOLINMH OCHOBHBIMMU NPUHUHUTIAMH:
5.1. 3akoHHOCTD

llpennonaraer ocymecteienue 3amurHBX MEpPONPUATHH W  pa3paGoTKy cHCTeMbl 6e30MacHOCTH
uH(opMaLu MHCTHTYTA B COOTBETCTEUM ¢ ACHCTBYIOLIMM 3aKOHOAATENBCTBOM B OBJIACTH 3alIUTBI HHPOPMAaLIHH,
4 TaloKe IpyTuX 3aKOHOJATEILHBIX AKTOB 110 6E3011aCHOCTH HHpopmauun PO, ¢ npumenenuem Beex NO3BOJIEHHbIX
METOJIOB  OCHAPYKEHHA M MpecedeHus lpaBoHapylueHHi npu pabore ¢ uH(pOpmaLeii. IpunsTeie  meps
6ezonacuoctu I1JIH He HOMKHBI TpCIATCTBOBATE JOCTYIY MPaBOOXPAHUTENBHBIX OPraHOB B NpeNyCMOTPEHHbIX
3aKOHOAATE/ILCTBOM CIIy4YasiX.

Bee momesoBarenn UC momkubl umers [pencraBieHre 00 OTBETCTBEHHOCTH 33 NPaBOHAPYILIEHUS B
061aCTH 3aIHTH MHOPMALKH.
5.2, Cucremuocrs

CHCTeMHBIi [TOAXO0 K NOCTPOEHHIO CHCTEMbI 3aLAThl MH(OpMaunu B MHetutyTe npennonaraer yHer Bcex
B3aHMOCBA3AHHBIX, B3aUMOIEHCTBYIOIMX M M3MEHSIOLIMXCS BO BPEMECHH 5JIEMEHTOB, YCJIOBHH M (hakTOpOB,
SHATUMBIX [ULs IOHUMAHHA ¥ PELISHHs POGIIeMbl 00eCeYeH s Ge30MaCHOCTH HH(pOpMaLHH.

lpu cosnaHMy CHCTEMBI 3aLUTl HODKHEI YUMTHIBATECA Bee cnabble M HanGollee yA3BHMbIE MecTa HC, a
TAaKoKe XapakTep, BO3MOXKHEIE OOBEKTHl W HANpABICHHS aTak Ha Hee co CTOPOHBI HapyuwiuTesned (ocoGeHHo
BBICOKOKBAJIU(HLIHPOBAHHBIX 37I0YMBILUIEHHHKOB).

CucTema 3auUTBl JOIKHA CTPOUTBCS ¢ YHCTOM He TOJIbKO BCEX W3BECTHBIX KaHAJIOB MPOHHUKHOBEHUS W
HECAHKIHOHMPOBAHHOIO OCTYMA K WMHAOPMALWMH, HO U ¢ Y1ETOM BO3MOMKHOCTH MOABIEHUS MPUHLHMUANBHO
HOBBIX ITyTeH pealu3aliiy yrpo3 6e30nacHoCTH.



5.3. Kommiaexcnocrs

Kommnekcroe UCIIOIB30BaHHE MeTOHOB i CPEACTB  3alUTEI KOMINBIOTEPHBIX  CHCTeM Mpenronaraer
COIIACOBAaHHOE TIpUMeHeHHe Pa3HOPOLHBIX  cpencTs  mpu TOCTPOCHHH  LENOCTHON  CHCTeMb] 3alUMTBI,
TICPEKPBIBAIOLIEH BCe CyInecTBeHHble (3HauNMBIE) KaHampl PCAM3ALIK yIpo3 U He conepskariel C1abbIX MecT Ha
CTBIKAX OTHENBHBIX €e KOMIIOHEHTOR, 3amura momkua CTPOHTBCS JIUENOHUPOBAHO. BHelinss 3allMTa NOJDKHA
obecrieunBaTscy busnyeckumu CPCACTBAMH, OPraHU3ALHOHHBIMK 1 NIPaBOBBIMH MepaMy.

5.4.  Henpepeisrocts 3aIHTBI

Obecnevenne GesomacuocTy HHpOpMaLuy - MPOLECC, OCYINECTBIAEMEIH pPyKOBOACTEOM Hucruryra,

T.1.). IlepepsiBer B pabote cpenctB 3amuTe! MOTYT OBITB HCMOJNB3OBAHE SJIOYMBILJIEHHHKAMH 11 aHa m3a
TIPAMCHACMBIX METONOB M CpencTs SaIlMTEL, JUI1 BHEIPEHHS ClHELHAIbHbX MIPOrpaMMHBIX W anmnapaTHpix
"3aKTanok" u APYTHX CPEICTB MPEOIONEHNS 3aIIHTEL.

5.5. CaoeBpemennocrp

CTOMKOCTH) CHCTEMBI, obnajaroLme 10CTaTOYHbIM YPOBHEM 3allHIIEHHOCTH.
5.6. ITpeemcrBennocts u COBEPIIEHCTBOBAHHE

Ipenmnonaraer mnocrosHuoe COBEPIICHCTBOBAHHE MEP M CPEACTB 3aLLMTHI MHPOPMALMKM Ha ocHOBe
[IPECMCTBEHHOCTH OPraHM3aLHOHHBIX 1 TEXHHYECKHX PeLUeHUH, KaIpoBOro COCTaBa, aHanm3a GyHKUHOHHPOBAHHs

OIBITA B 5TOH 0651acTH.
5.7. Pasymnas nocratounocrs (3koHOMMHYeckas 1e/1ec006pasHOCTE)

Ipennonaraer coorsercreue YPOBHA 3aTpaT Ha ofecneyeHde GesomacHocTy MH(OPMaLMK LEeHHOCTH
HH)OPMAIOHHBIX PECYpPCOB M BemMUMHE BO3MOYKHOIO ymepba or ux pasriawenms, YTpaThl, yTeukw,

IIEpCOHAaA.
Cosmate  abcomorHo HEIIPEONIOIUMYIO  CHCTEMY  3AlLUTBHI HPHHUMNHAIBHO  HEBO3MOXKHO. [loka

PasMep BO3MOKHOTO yiep6a 6oy 651 IpHEMIIEMBIMH.
5.8.  Ilepconambmas OTBETCTBEHHOCThH

Ipennonaraer Bosnoxenue OTBETCTBCHHOCTH 32 obecrevenne 6e30MacHocTH MH(DOPMALIMK H CHCTEeMBI 11X
00paboTkn Ha Kakmoro COTPYAHHKA B TNpeieTax ero noiHomouuii. B COOTBETCTBMH C 3THM MPUHLMIIOM
PAaclpelie/IeHHe MpaB u o6GA3aHHOCTEl COTPYAHHKOB CTPOMTCH TaKHM 06pasoM, 4ToGp B ciydae ro60oro
HAPYLICHHs KPYT BAHOBHHUKOB GbLT 4ETKO H3BECTEN HITH CBENICH K MHHUMYMY.,
5.9. MusaMmzanus IOJTHOMOY Hii
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O3Ha‘186T IpenocrasiieHue IOJTIb30BATENISIM MHHHMAJIbHBIX NpaB focrtyna B COOTBETCTBHU CO CIly>K€6HOljl

HeobxomumocTsio. JoeTyn k HHBOPMALMH IOJDKeH TIPENIOCTABIIATECS TOJBKO B TOM Cilydae u o0veme, eciu 510
HEOOXOIUMO COTPYTHHKY s BBIIOIHEHHS €0 HOIKHOCTHBIX 0GA3aHHOCTEL,

5.10. MHMcxaogenne KOH()IAKTA HHTepecoB (paznesienne byHKumii)

OddexruBras cucrema obeceuenmus MH(OPMALHOHHOH GesonacHocTH TIpeAnonaraer 4eTkoe pasaeneHue
00s3aHHOCTeH COTPYIHUKOB HCIIIOUeHHe CHTyauuH, koraa cdepa oTBeTCTBEHHOCTH COTPYAHHKOB AOMyCKaeT
KOH(JIMKT HHTEpecos. Cdepsl  motennmanbHbx KOHQJIMKTOB  1OJIKHBI BBIABJIATLCH, MHHMMH3HPOBATLCA, M
HAaXOMHUTCA MOA CTPOTHUM HE3aBHCHMBIM KoHTponem. Peanmusauus gannoro [IPHHLIMIIA TIPEANOIAraeT, yTo He OfNH
COTPYIHUK HE NOMKEH MMeTh MOTHOMOYHMI, TIOSBOJIAIOIINX €My €eIMHONMYHO OCYLIECTBIIATH BBITIOJIHEHHE
KPUTHYHBIX onepaiuii. Hanenenue COTPYAHHKOB MOTHOMOYHMSAMH, MOPOXKAAFOLIHMH KOH(JIMKT HHTepecoB, naer
CMY BOSMOXXHOCTE TIOATAaCOBBIBATE HH(OPMALIMIO B KOPBICTHBIX LE€SX UITH C TeM, 4ToBbI CKpbITH npoOaemMbl UK

HEJONYIIEHHIO CrOBOPa MEXIy COTPYTHUKAMM.
5.11. BsaumopeiicTBue COTPYIHUYECTBO

[penmnonaraer coznanue OaaronpusTHol aTMOC(EpPBl B KOJUIEKTHBE Mucturyra. B Takoi o6cranoske
COTPYAHUKH NIOJKHBI OCO3HAHHO COGIIONATD YCTAHOBJICHHBIC MpaBHa U OKa3bIBaTh COAEHCTRME AEeATENBbHOCTH
AAMHHHUCTpPATOpa Ge30MacHOCTH MH(pOPMaLHK (OTBETCTBEHHOTO 32 obpabotky [T/In).

Hucruryra. Bee COTPYAHUKM HMHCTUTYTAa HOKHBI NOHHMATD  CBOJO poib B mpouecce obecrnieuenus
MH(pOpMaLMOHHON GesonacHocTH u IPHHUMATL y4acTHe B 5TOM MpoLecce. HecmoTpst Ha 1o, uro BhicOKas

¢ OTCyTCTBHE coszmaeT Gosiblue BO3MOXKHOCTEH mIs HApYIIeHUs 0E30MacHOCTH WM He OGHapysKeHus GbakTos ee
HapylLIeHus.

5.12. T'ubxocTb cHeTeMbI 3aIUThI

Cucrema o6Gecneuenus MH(OPMALMOHHON 6e30MacHOCTH  10/bKHA OBITh  criocoGHa pearvposath Ha
HSMCHCHHA BHEIUHEW Cpefsl W yCIOBMiA ocymectsienus HMHetuTyToM cBoeit mestenpocTH. B YHCIIO TakHUX
U3MEHEHUH BXOMAT:
- U3MEHCHHSI OPTaHU3aLHUOHHOM W IITATHOMH CTPYKTYphI MIHCTHTYT];
- M3MEHEHHE CYIIECTBYIOIIMX HIIK BHEAPEHNE TIPUHLIUITHATIBHO HOBBIX MH(POPMALIMOHHBIX CHCTEM:
- HOBBIE TEXHHYECKHE CPECTRA.

CBOHCTBO THOKOCTH CHCTEMBI obecrnieveHnss MHGOPMALMOHHOMN OesonachocTn m3GaBiser B Takux

CHTyalluax OT HeOOXOMUMOCTH NPUHATHS KapAMHATBHEIX Mep MO MOJHOH 3aMeHe CPenCTB U METOMOB 3alHUThl Ha
HOBBIC, 9TO CHIDKACT €€ OOLIYIO CTOMMOCTD.

5.13.  OtkpbITocTh AJOPUTMOB H MEXAHHU3MOB 3aUIUThI

(maxke aBTOpam). o, OIHAKO, HE O3HAYaeT, 4TO HHDOpMAaLHs 06 MCTIOJIE3Y@MBIX CHCTEMAX M MEXaHU3MaXx 3allUTbl
AOJKHA ObITE 06LIe[0CTY IHA.
5.14. TIIpocrora npumenenus CPeICTB 3alINThI

Mexanusmel U Mertomsl 3amuTsI AOJDKHBI OBITh WHTYUTHBHO TIOHSTHBI U IIPOCTBl B HCTIOJIL30BAHMU.
Ilpumenenre cpencts u metonos SalllUThl He NOJDKHO OBITH CBA3aHO CO 3HAHMEM CTeLHaIbHBIX S3BIKOB WM C
BBITOIIHEHAEM  ICHCTBUH, TpeGYIOMX 3HAYUTENbHBIX HOHNOJIHHTE/IBHBIX TPYAO3aTPaT MpPH OGBIYHOI pabore
3apErUCTPUPOBAHHEIX II0JIb30BATENEH, a TaKkxkKe He O0JKHO TPeGOBATL OT MOJIBL30OBATENA BbIMOTHEHMS PYTUHHBIX
MAJIONIOHATHBIX EMy ONEpPaLHH.
3.15.  OGocHOBaHHOCTB M TeXHHYeCKAS peajiu3yemMocTn

Hudopmanmonnsie TEXHOJIOTUH, TEXHUYECKHE M IPOrpaMMHbIE CPeICTBa, CPEACTBA M MEphbl 3ALUTHI



5.16. Crennanmmanus u npodeccuonanuzm

[penmnomnaraer fpMBICYEHHe K paspaGoTke CPCACTB M peanMsaliu Mep sawursi UH(pOpMaLuy
CHICLHATHBUPOBAHHBIX  OpraHU3aLIHii, Haubosiee MOArOTOBNEHHBIX K KOHKPETHOMY BHAy pmeaTenbHOCTH Mo
obecrieueHnio  GesomacHocTy MH(OPMAaLHOHHBIX PECYPCOB,  MMeroIMX  onbIT  npakTHyeckol paGoTel u

OKCIUTyaTalus CPeCTB 3allHThl MOJHKHA OCYIIECTBIIATECSA MPodecCHOHATEHO HIOATOTOBICHHBIMHU ClIeLHATIMCTAMM
HHctuTyTa (OTBeTCTREHHBIX 32 Opranusauuio obpaborku IT/]x).
5.17.  Obs3areannocts KOHTPOJIsA

Hpennonaraer o6ssarensuocts CBOCBPEMEHHOCTb BBISBIICHHS W MIPECCUCHNA MOMBITOK HapyllieHus
YCTaHOBJIEHHBIX MPaBHII, 0beceqeHys GesonacHocTu MH(OPMALIMH, Ha OCHOBe HCHONB3YEMBIX CHCTEM M cpencTs
3alUTEl MHYOPMALIHK, Tpy COBCPIICHCTBOBAHUA KPUTEPUER H MeTO0B OLCHKH 3(QOEKTUBHOCTH 5THX creTem i
CpeIcCTB.

Kontpons 3a nesrensnocrsio TO00r0 MOMB30BATEI, KAMKIOro CPCICTBA 3aLUMTHI M B OTHOLUCHUH 106010
O0BEKTA 3aIUTHL  0MmKeH OCYLIECTBIATECS HA OCHOBE MpUMeHeHUs CPEACTB  ONEPATHBHOIO KOHTPOA K

PCTUCTPAllMH M [OMXKEH OXBaThIBATS KaK  HECaHKUMOHMPOBAHHbBIE, Tak CaHKUMOHUPOBAHHbIE JIeCTRIUS
IIOJIb30BATENEH.

MHGOPMaLmK U cBeneHuit o COOJIIOICHHH YCTaHOBITEHHDIX HOPMaTUBHLIX TpeGoBaHmi, a Takke HOMNOTHUTEIBHOM
MHQOPMaLMK, HMerome OTHOWICHHE K MpPHHATHIO peLIeHHI. Undopmaunsa nomxkua 6omp HaJEXHOH,
CBOCBPEMEHHOM, NOCTYNHOM 1 NIPaBUIBHO 0GOPMIIEHHOM,

Henocrarku cucremp: obecrieyeHus MH(OPMALMOHHOT 0e30macHOCTH, BhIABIEHHbIE COTPYOHHKAMHU

fepepacTtu B KpyIHEBIe HENOCTAaTKH, €CJIH OHM He 6y,[[yT CBOCBPEMEHHO YCTpaHEeHEI.

6. MepsI o6ecnevenns HHPOPMANHOHHOI GesonacHocTH
Bcee meper obecrieuenuy OesonacHocTy UC MOApaseNIoTes Ha;
6.1. 3axoHoaaTenbHBIE (1paBoBbIe) MepbI 3a1muTHI

K npaBoBsiM Mepam zammpre OTHOCATCS NEHCTBYIOLINE B CTpaHe 3aKOHBI, yKA3bl H HOPMATHBHbIE AKTLI,

HECOOIIOIeHHe MOKET MPHBECTH K MameHHio ABTOPHTETa, MPEeCTHkA YENOBEKa, IPYIbl UL MK Hucruryra B
1esnoM. MopanbHo-3THYecKHe HOPMBI OBIBAIOT Kak HemmcaHble, Tak TMCaHBIE, TO eCTb OdopmiieHHblE B
HEKOTOPBIH  CBOA (ycTaB) mpaBun mm Npennucanuii. MopanbHO-3THUeCK e MEpPbI  3alUUTBI  SABJSIOTCS

HIPODHIAKTHYECKHMHU | TPEOYIOT MOCTOAHHON paGoThl o COSMAHMIO 3A0POBOTO MOPANBEHOrO KiAMMmaTa g
KOJIJIEKTHBE.

6.3. Texnosornueckue MephbI 3alHThI

K' nmannomy Bumy MEp 3aLUUTBl OTHOCATCS pPa3HOrO POAa TEXHOJIOTHYECKHE peLueHUs K TIPUEMBI,
OCHOBaHHBIE Ha HCMOIB3OBAHUH HEKOTOPBIX  BUOOB  WU3OBITOYHOCTH (cTpykTypHOI, GYHKLMOHANBHO,
MH(OPMaLMOHHOIA, BPEMEHHOH W T.) W HampasieHmble wa YMEHBILICHHE  BO3MOKHOCTH COBepLIeH s
COTPYAHHKAMM OLIMOOK H HADYLIeHHMi B PaMKax MpeOCTaBICHHBIX HM NPAB K MONTHOMOYM,
6.4. Oprauuzagnonnsie (a/:[MnHHCTpaTnBHme) MepbI 3aIUTEI

Opranusauyonssre (amMuBKCTPaTHBHEIE) MEPBI 3aLUUTEl - 9TO MEPbl OPraHMU3ALUOHHONO Xapakrepa,
PCTIIAMEHTHPYIOIHE [TPOLECChH] (yHKUHOHMpPOBaHUS cHeTeME] obpaborku MH)OPMALIMK, HCIIONB30BAHKE ee

CUCTEMOH TaKHM 06pasoM, 4ToGbl B HAHGOIbLIel] CTCMEHH 3aTPYIHUTb UITH HCKITIOYHTD BOZMOIKHOCTE peanuzaunu
YTPO3 6€30MaCHOCTH MM CHU3HTD pasMep MoTeps B cilyyae ux peanuszaLuy.



MECILY TIPHEMIIEMBIM YPOBHeM Ge30MacHOCTH i yHKIHOHATBHOCTBIO.

[Monuruka HuwkHero YPOBHS, onpenensier [IPOLCAYPBI, 1 NpaBHIA NOCTHKEHMS LeJIeH U pelleHns sanay
GezomacHocTy HHpOpMaLuy 1 ACTATM3UpYeT (pernamMeHTUpyer) 5Ty npaBuIa:
- KaKOBBI pOJIM U 0GA3aHHOCTH JOMKHOCTHbLX JTAL, OTBEHAIOLIME 32 IPOBENCHUE MOUTHKH OesonacHocTH
HHpOpMaLyK;
- KTO MM€eT npaBa JocTyma k HH(pOpMaLuu, Ko u TIPH KaKKX yCJIOBUSAX MOXET YUTATH W MOIH(HLHPOBATE
UHpOpMauY U 1.1,

Honutuka nmwxuero YPOBHS [10JI5KHa:
= - TIpeIyCMaTpuBaTh  persamenT MH(OPMALMOHHBIX OTHOWIGHHH,  HCKTIOYAIOWMX  BOIMONKHOCTE
[IPOU3BONIBHBIX, MOHOMOIBHBIX HITH HECAHKLMOHMPOBAHHBIX IEHCTBHIN B OTHOM eI HH(OPMALHOHHBIX pecypcos;
- ONpPENENATh KOAJTHLHUOHHBIE K MCPApXHHYECKHe NPUHLMIBL M MeTobI PasleneHus cekperos u

1 OTBETCTBEHHOCTH C)/6’I>CKTOB I/IH(bOpMaU,I/IOHHle OTHOLUEHUH,

pecypcoB (moxymenTo, APM g T.IL.). Y6opka Takux TOMCLUEHHH [OMKHA TIPOM3BOANTLCY B NPHUCYTCTBUU
OTBETCTBEHHOTO  COTPYAHHKa, 32 KOTOpBIM  3aKperuieHsl  naHHble KOMIIOHEHTBI, ¢ cobmoneHuem Mep,
HCKITFOHAIOMX IOCTYT HOCTOPOHHMX JTHIL K 3allMIIAEMBIM HH(OPMALIHOHHBIM pecypcam.

Bce nocroponnue numa AOMYCKAIOTCA B [IOMEIEHNS ¢ KOMIOHEHTaMy MH(BOPMALIMOHHOM CHCTEMDI ToMbKO
B [IDHCYTCTBUU COTPYIHHKOB Hncruryra.

o oxonyanuu paGoyero AHA, TIOMCLIEHHS, B KOTOPBIX pasMelarTes KOMIIOHEHTEI MH(OPMALIHOHHBIX
cucreM MuetuTyTa, momkHe 3al1paThCs Ha KITOY, M0 BO3MOKHOCTH OTIEYaTBIBATKCS.

0.7.  Pernamenranus AOIyCKA COTPYAHHKOB K HCIOJIL30BAHHIO HHPOPMALHOHHLIX pecypcos
B pamkax paspemmrensroii CHCTeMBI  (MaTpHILEl) N0CTYMA YCTaHaBIIMBAeTCA: KTO, KOMY, KaKyto
HH(OPMALKIO U 1 KAKOTO BUJa IOCTYIIA MOKET MPeNOCTABHTD 1 NIpU KaKUX YCIOBUAX.

TIPONSBOANTBCS YCTAHOBIEHHBIM TTOPSAIKOM.
YpoBers mnomHOMOYHI] K&KIOro rnomp3oBaTens onpenensercs MHIMBUIYaNbHO, coOmonas chenyiomume
TpeboBaHus:
- KaXIBIH COTPYTHUK MOMNB3YETCS TOMbKO TPCANUCAHHBIMU €My MPABAMH M0 OTHOLICHHIO K HHOpMaLmu, ¢
KOTOpEIMH eMy Heo6Xomuma paGora B COOTBETCTBUM C JIOJDKHOCTHBIMH OBA3aHHOCTS M. Pacumpenne npas
AOCTYNA K NPENOCTABIEHHE AOCTYNA K AOTIONHATENbHBIM HH(OPMALMOHHBIX pecypcam, B obsasarenbHom nopsske,
JOJDKHO COIJIACOBEBIBATBLCS C AIMHHHUCTPATOPOM Ge30rnacHocTy HH(DOPMALIHK (OTBETCTBEHHBIM 34 OpraHu3aLHIo
obpaborku I1/Tx);
- pykoBomuTesns MHctuTyTa HMmeer fpaba Ha MPOCMOTP HHMOPMALMM CROMX TNOAYMHEHHBIX TOJBKO B
YCTaHOBICHHBIX TIPE/IEIIaX B COOTBETCTBHH co CBOHMH NIOJDKHOCTHBIMH O6S3aHHOCTSIMHY.
Bee  corpynmuuku Uneruryra wu 00 CITyKMBAKOLIHIA MEPCOHAJ, NO/KHBI  HECTH NEPCOHANBHYIO
OTBETCTBEHHOCTh 32 HapyLueHus YCTAHOBJICHHOrO  nopsnka o6paGoTku MHpOpMALKMH, mpaBun XpaHeHus,
HCIIONIL30BAHUA W Nepenau HaxoaAmmxcs B px PACTIOP:KEHHH 3aLHIIAEMBIX PECYPCOB CHCTEMB. Kaxcbiii
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COTPYIHHK (TIpH MpueMe Ha paboty) nomkeH moanuchBaTh 0043aTeNBLCTBO 0 cobmoneHun u OTBETCTBEHHOCTH 3a
HapyIlIeHHEe yCTaHOBJIEHHBIX Tpe6GOBaHHMT 110 COXpaHeHHIO HH(popMatmu UHcTuTyTa.

Obpabotka ITJlH B kommoHentax WC AOCIDKHA TIPOM3BOAMTBECA B COOTBETCTBHH C YTBEpPXKIEHHBIMU
TCXHOJIOTHYECKUMH HHCTPYKIIHAMH.

6.8.  Persamentanmus IPOLECCOB  0OCIYAKHBAHUS H OCYIECTBIECHHS MOIH(DHKALMH aNNAPATHBIX W
NPOrpaMMHBIX pecypcoB

B memsx moanepxanus pexuMa  uHpopmaLmOHHON  Ge3omacHOCTH anrfapaTHoO-MporpaMmHasi
KOH(Urypanus dBTOMATH3NPOBAHHBIX Pa0OYUX MECT COTPYIHMKOB MHetutyTa, ¢ koTopbix BO3MOsKEH IOCTyN K
pecypcaM HH(POPMALMOHHOM CHCTEMBI, TOIDKHA COOTBETCTBOBATL KPYTY BO3JIOXKEHHBIX Ha JaHHBIX MOJb30BaTeNC
(YHKIMOHAIBHBIX 0Gs3aHHOCTEIA.

B kommonenTax MH(QOPMAIIHOHHON  cHCTeMBl ¥ Ha pabounx Mecrax mosb3oBaresnei JOJIKHBI
YCTaHABIIMBATBCS U UCIIOIB30BATBCS JTHLEH3HOHHEIE NpOrpaMMHBIE CPE/CTRA.

6.9.  Obecneuenue u KOHTPOJIb PH3HIEeCKOH LeJ0CcTHOCTH (HeH3mMeHHoCTH KOH(HIypanun) annapaTHbix
pecypcos

OGopynoBaume MHGOPMALHOHHEIX CHCTEM, HCIIOJIb3YeMOe NI MOCTYNAa M XpaHeHHs uHpopmMaLmK, K
KOTOPOMY HOCTYM 0GCiIysKHBAIOLIEro MepcoHaia B TIpoLiecce SKCITyaTauuu He TpeGyeTcs, rnocie HaJlalOYHEIX,
PEMOHTHbIX M MHBIX paboT, CBA3AHHBIX C TOCTYIIOM K €T0 KOMIIOHeHTaM AOJDKHO 3aKpBIBATHCA.

6.10. TloaGop m moaroroBka nepcoHaJja, odyyeHue nmoab3o0BaTe e

[Monb3oBarenu TUC Hucturyra, a Takke PYKOBOIALIMK U 06CITYKHBAIOLIHI MEPCOHA AOKHBI ObITH
O3HAKOMJICHBI CO CBOHM YPOBHEM MONHOMOUMH, a Takske OPraHH3aLMOHHO-PACTIOPA AUTENLHON, HOPMATHBHOM,
TCXHHYECKOH M 9KCIUTYaTALHOHHOM AOKYMEHTalueH, onpexensiomedl TpeGopanus u nopsnok  o6paborku
uH(opmanun B UHCTHTYTE.

Obecnieyenne GesomacHocTu MHQOPMALMH BO3MOXKHO TOJBKO IIOCHE BBIDAOOTKH y TOJIB30BaTeeit
ONpCNENEHHON KyJIbTYPBl paGoThl, T.e. HOPM, 00A3aTeNbHBIX AN HCTONHEeHHs BCeMH, KTo paboraeT c
MH(OPMALMOHHBIMHU pecypcamu MHueturyra. K Takum HopmMam MOHO oTHecTH 3arpeLeHHe MOObIX YMbILLIEHHBIX
WM HEYMBILUIEHHBIX [EeHUCTBHI, KOTOpbIe HApYIIAOT HOpMaibHY0 paboTy komnoHentos WC, Bbisbiaior
AOTOHUTENIBHBIE 3aTPaThl PeCcypCcoB, HAPYLIAIOT LENTOCTHOCTS XPaHUMOH U ob6pabaTbiBaemolt HHpOPMALIKK,
HAPYUIAIOT HHTEPECI 3aKOHHBIX T0JIb30BATENEH, BIANENbLIER MK COOCTBEHHHKOB.

Bee momssosarenu WMIC  pomkHbl GbiTh O3HAKOMIICHBI C  OPraHM3aLMOHHO - DACTIOPSIUTENLHBIMH
AOKYMEHTaMH 110 OOECIIEYeHUIO 6e30MacHOCTH uapopmarmu (T11]1H) Wucruryra, B uyactd, mx Kacarorieiics,
HNOJDKHBI 3HaTh W HEYKOCHUTENIBHO BBINOJHSATS MHCTPYKLUMK U 3HATB o0lMe 06A3aHHOCTH 10 ofecnedyeHmo
GesonacHoctn nuopmaumn. Joenenue TpeOOBaHUH yKasaHHBIX JOKYMEHTOB 10 JIAL, IOMYLUEHHBIX K 00paboTke
3aLIAILAEMOH HH(OPMALIMH, TOJKHO OCYIECTBISTHCS N0/ POCIHKCE.

6.11. OrtBercTBenHOCTH 32 HApYIIEHUs]  YCTAHOBJIEHHOTO  HOPAAKA  HOJIb30BAHHS pecypcamu
HH(OPMANHOHHOH CHCTeMbI

Mepa otercTBeHHOCTH TEpcoHana 3a AEHCTBHA, COBEPIICHHBIE B HapylueHHe YCTAHOBJIEHHBIX TpaBu
obecrievenns GesonacHoi paGoTh ¢ MH(POPMAIIMEH, NOMKHA OMNpPeseNaThes HAHECEeHHDIM yuepOoM, Hanuduem
3JI0TO yMBIC/IA U IPYTUMH (aKTOPaMH 110 YCMOTPEHHIO pykoBojctea MHctuTyTA.

s peanmsaumm  npunumna MEPCOHANBHON  OTBETCTBEHHOCTH IOJb30OBATelel 33 CBOM  HeHCTBHS
HeOOXOqUMEL:

— HHAMBUAYalbHAS HMAEHTHU()UKALMS [ONB30BaTe el M MHULIMMPOBAHHBIX HMMH  MPOLECCOB, T.e.
YCTaHOBJICHHe 32 HMMH HpenTH(uKaTopa (login, Username), na Gaze KOTOPOro OyAeT OCyIIeCTBIATLCS
PasrpaHMieHNE NOCTYIA B COOTBETCTBHH ¢ MPUHLMITOM 060CHOBAHHOCTH JOCTYTIa;

- TpOBEpKa MOMIMHHOCTH TIOJIE30BaTENeH (ayTeHTHdUKALIMA) HA OCHOBE naposeii;

- PCAKIMA Ha MOMBITKU HECAHKLIMOHHPOBAHHOIO 10CTYIIA (cHrHanu3auus, GIOKUPOBKA M T.11.).

6.12. Cpencrsa oGecneuenus 6e30macHOCTH uadopmannu

Mt obecrieuenns uHGOPMALOHHOM 6e301ACHOCTH MCTIOJIB3YIOTCS CJIEMYIOLIHE CPEACTBA 3aUTEI:

DusHYECKHe CPENCTBA 3aLIUTHI

DuzrvecKkre Mepbl 3alUThl OCHOBAHDI HA IPUMEHEHUH PAa3HOTO pOJia MEXaHHUYECKHX, JEKTPOHHDBIX MITH
SJIEKTPOHHO-MEXAHHUYECKUX YCTPOMCTB M COOPYIKEHHIH, CrielHaIbHO NpEeAHA3HAYCHHBIX /71 CO3NAHMA (DU3MYECKHMX
TIPETIATCTBUH HA BO3MOJXKHBIX ITYTAX MPOHUKHOBEHHS W AOCCTYNa NOTEHUHAIbHBIX HAPYLIMTENEH K KOMIOHEHTAM
CHCTEMBI W 3alIMIAeMONH HH(QOPMALIMH, A TAKKE TEXHUUECKHX CPEACTB BHU3yallbHOrO HaGMIONEHHS, CBA3U W
OXPaHHOM CUTHAIM3ALNH.

Mot obecnevenns  dusmueckoil  6e3onacHocTH KomnoneHToB MC  Heo6Xomumo ocyliecTBasTh psin
OPTaHU3ALMOHHBIX M TEXHHYECKUX MEPONPUATHH, BKIIOYAOIINX: NpOBepPKy 0GOpPYNOBaHMS, MPeaHA3HAUEHHOrO
A7 00paboTKH HHbOpMALHH, Ha:

- HaJlA4ue CreuanbHO BHEAPEHHBIX 3aKIaAHbIX YCTPOHCTE;



i BBEOCHHE HOTIOTHUTEIBHEIX OTpaHUYEeHUI o AOCTYymy B NTOMeELLEeHUs, NpeaHa3HavYeHHbIe AJ1 XpaHeHus u

- 000py0BaHHe CHcTeMm HH(OpMaTH3aLK YCTPOHCTBAMU 3aluThl OT cGoep SJIEKTPONUTAHHSA U MoMex B
JIMHUAX CBSI3H.,

Texnuyeckue CPeICTBa 3aIlUTHI

TeXHqucxne (aHHapaTHO-HpOFpaMMHLIC) MEpPBI 3alIHTHI OCHOBaHBI Ha HCTIOIb30BaHUH Pa3IMYyHbIX
SJIEKTPOHHBIX ychOﬁCTB H crnenuaibHBIX oporpamMm u BBITIOJTHAFOLIIUX (CaMOCTOHTeﬂbHO HIIK B KOMILIEKce ¢

- CPENCTBA pasrpaHUYeH s foCTyma K JaHHBIM,
& CPEICTBA  PErHCTpalMM  JOCTyMma K KOMIOHEHTaM  MHOPMALMOHHONH  cucTembl KOHTpO/s 3a
HCTIONIB30BAHMEM HH(OpMaLHH;

— CPENCTBA pearnpOBAHHs Ha HAPYLUEHHs PeXHMa HHDOPMALIHOHHOM GezomacHocTH .

cpencts (Advantor, Touch Memory, Smart Card u TAL);

- PeIJIAMEHTALMA ¥ yrpaBjieHHe HOCTYHOM MOJIb3OBATENEH B MOMELIEHNS, K (BU3HUeCKUM H JIOTHYECKUM
YCTpOHCTBaM;

- 3alllUTa OT NMPOHMKHOBEHUS KOMIILIOTEPHBIX BUPYCOB M paspyLIHTETbHORO BO3JEHCTBHUS BPedOHOCHDIX

- PCTHCTpalus Beex nedicTBuii mombzopaTens p SaLMIICHHOM JKypHAJle, HATHYHE HECKONIBKIX YPOBHe#
peructparuu;
— 3allliTa NaHHBIX CHCTEMBI 3aIUTh] Ha baiinosom CEPBEPE OT NOCTyIa NoJb30BaTeNeH, B Ybu JOJDKHOCTHBIE
0043aHHOCTH He BXOMHUT pabora ¢ nHpopmary, Haxonsiencs Ha Hewm.

Cpencraa HUACHTU(DUKALY 1 ayTeHTH(UKALMK T10MTB30BaTe el

B uensx NIPEAOTBpaIleHHsT paGoThl ¢ pecypcamu MIC nocroponnux nuy HeoOXoaMmMo obecreyuTs
BOSMOXKHOCTb  DACIO3HABaHMS  KakKIOrO JICTAILHOTO  M0JIb30BaTens  (unu Tpynn  none3opateneit). [
MJIEHTHGUKAIHN MOryT HPUMEHATECSA PasiIUYHOro poma YCTPOWCTBA: MarHUTHbIE KapTOuKH, KIHOYH, KIIOYEBbie

AyTeHTHbHKamHa (moxTBepkOeHME TIOJUTHHHOCTH) MOMBb30BATENeH TakkKe MOKET OCYILECTBISTLCH:
- IIyTeM NPOBEPKH HANIMYHS Y MOJIb30BaTE e} KakuX-nubo crieumnanpHbrx YCTPOUCTB (MarHUTHBIX Kaprouek,
KIIFOUEH, KITFOYEBBIX BCTABOK U T.1.);
- IIyTE€M MPOBEPKH 3HAHUA UMH naposnei;
- IYTEM TPOBEPKH YHHUKAIBHBIX tbuznyeckux XapAKTECPUCTHK M [MapaMeTPOB CaMUX nonb3oBareseit npu
IOMOIIH CTIEUHATIEHBIX GHOMETPHYECKHX YCTPOMCTB.

Cpencrra pasrpaHuYeHHs qocTymna

30HBI OTBETCTBEHHOCTH U 38[1a9H KOHKPETHBIX TEXHUYECKUX CPCICTB 3aLUMTBl YCTAHABIHBAIOTCS uexons
M3 UX BO3MOKHOCTEH M 5KCIUTYaTAlMOHHbIX XapAKTEPUCTHK, OMTUCAHHBIX B AOKYMEHTALIMH Ha laHHBIe CPeaCTEA.

Texuuueckne CPELCTBA pasrpaHUueHus AOCTYNa NOJKHBI 10 BO3MOXHOCTH ObITh COCTABHOM Y4acTbiO
€JIMHOHN CUCTEMB] KOHTPOJIS JOCTyma:

- Ha KOHTPOJIHPYEMYIO TeppHTOPHIO;
- B OTHEJTbHBIE TOMELIEHHSI;
- K KOMIOHEHTaM MH(OPMALIOHHOM Cpempl i SNEMEHTaM cuctemsl samuTbl [1)TH (pusnueckuii nocryn);
- K HH()OPMaLUOHHBIM pecypcam (IoKyMeHTaM, HocHTensm vHpopmaLmu, daiinam, HabopaM JaHHbIX,
apXuBaM, CIIPABKaM U T.11.);
- K aKTHUBHEBIM pecypcam (IpUKIIaqHbIM lIporpamMmam, 3afadam u T.1.);
- K OI®PalMOHHOM CHCTEME, CHCTEMHBIM HporpamMMam U MporpamMMam 3ariyTh.

Cpenctsa obecrieuenns u KOHTPOJIA LEeIOCTHOCTH

Cpencrea o6ecrneuenus HEIOCTHOCTH BKIIFOYAIOT B CBOM COCTaB CPEACTBA PE3EPBHOIO KOMMPOBaHMS,
IPOrPaMMBI aHTUBUPYCHOM 3aliuThI, TIPOrPaMMbl BOCCTAHOBJIEHHS LIEIOCTHOCTH ONEPAaLIHOHHON cpenbl U Gas
JaHHBIX.

Cpenctea  koHTpons  uemocTHoCTH MH(OPMALIMOHHBIX PeCYpcoB  cucTeM npennazhaueHsi s
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Kontpons nenocrroern HHOpMaLHH u CPCICTB BalUTEL, ¢ Lelbio obecrieuenus HeusmennocTy
HH(OPMalHoHHOH Cpenel, oMpenensieMoi HPeIYyCMOTPEHHON  TeXHOMOrHelt 00paloTkH, W sammre or

- CPCACTBAMM pasrpaHHYeHys Aloctyna (B nomeurenns, g HAOKYMEHTaM, K HOCHTessMm HHpOpMaLMK, K
CEPBEpPaM, JIOrHYECKHM yCTpoiicTsam u T.1.);

= Cpencrramu SJIEKTPOHHOI nommucuy,
== CpCacTBaMH MoacyYeTa KOHTPOJIBHBIX CyMM ([IJ'IH HCII0JIB3YEeMOro IIporpaMMHoro O6€CHG‘I€HI/IH).

IIPABECTH K BO3HHKHOBEHMIO KPH3HCHBIX cuTyaumit. Ananus cobpaHHOii cpencTramy perucTpaunun uHdopmarmy
TIO3BOJISACT BBIABUTE (haKThI COBCPLICHHS HapyLueHuid, ux XapaKTep, MOACKa3aTh MeTon ero paccienoBanus u
CHOCOOBI TOMCKa HapywmTens u HClpaBieHus cutyaunu. Cpenctea KOHTpONA W pervcTpaunn nomiHp
[IPEIOCTABIIATE BO3MOXKHOCTH:
- BEACHHS M aHAJIM3a XKy PHAIIOB PeTHCTpaniu cobbITHil 6e30nacHocTy (cucTemHBIX XKYPHaJIOB);
- TIOJIYHEHHS TBEpIOH Konuu (nevatu) sxkyprana PErucTpauuu cobbiThii 6esomnacHocTy;
— YUOPANOYEHHS JKYPHAIIOB, a TakKe YCTaHOBJIEHHs OrpaHHYeHHU Ha CPOK MX XpaHeHMUs;
— ONEPATHBHOIO  OIMOBELIEHHUS aIMUHUCTpaTOpa  Ge3omacHoCTH uHpOpMaLMK  (OTBeTCTBEHHOMO 3a
Opraimsauuio o6paborku I1/JH) o HapyIeHusx.

Hpwu peructparuiu cobprruii Oesomachocty B ’KYpHaIe nomKHa (GpHKCUpoBaThCs Cl1eayrowas nudopmarms:
- AaTa ¥ BpeMs coObITHS;
= HICHTH(HUKATOD Cy6hekTa, OCYIUECTBIIAIOLIErO perucTprpyemoe nehcTeHe;
= AeWCTBUE (TUI ocTyma).
6.13. Konrpoas dpdexkTuBHOCTH CHCTEMB] 3alIATHI

JIMLIEH3HIO Ha 3TOT BHUI O€ATEEHOCTH.

Ouenka s¢dextnnroCTYH MEP 3aIUUTLl MH(pOPMALKMH npoBomuTCs ¢ HCTIOJIb30BAHHEM TEXHHYECKUX U
TIPOTPaMMHBIX CPE/ICTB KOHTPOJIS Ha TIPEAMET COOTBETCTBHUSA YCTAHOBIGHHBIM TpeboBaHMAM.,



